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Vychozi stav

Softwaroveé vybaveni:

e Nagios 3.5.1 (pozadu, k dispozici jiz 4.3.x),
e NConf1.3.1 (aktivne jiz neni vyvijen),

e NRPE 215 (pozadu, k dispozici jiz 3.2.x),
e NSCA 292,

e nagiosgraph 1.5.2,

e NagVis 2.38.0,

[

aNag (pfistup pro mobilni klienty).



Nevyhody puvodniho feseni

Problematicky upgrade operacniho systému, navazano mnoho rozdilného SW
Nikdo nevi, co se stane, pokud se aktualizuje néjaka komponenta

Pomalé odezvy na uzivatelské operace (recheck, grafy, deploy, ...)
Nejednotnost uzivatelského rozhrani (nconf, nagios, nagiosgraph, nagviz)
Chybéjici API pro konfiguraci

Z&dna automatizace zpracovani vstupnich dat

Problémova autentizace/autorizace uzivatell (aNag pres sdilené jméno/heslo)
Performance data ulozena v RRD

Distribuce konfigurace monitoringu jinymi nastroji (ssh) + restart pfi zméné
Potize s monitorovanim za NATem nebo v chranénych sitich

Logické vazby mezi sluzbami se zpozdénim (musi projit check command)



Dobry systém, ale

e pomaly vyvoj,

e nemoderni prostredi,

e chybégjici zastreSeni
ostatnich komponent,

e konfiguracni jazyk neumi
dynamické zpracovani
(cykly, podminky, ...), pouze
promenné, castecne resil
NConf formou Sablon.
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Host #4 Service *¥ status #¥ LastCheck #*%  Duration *%  Attempt ## Status Information
NOA&A X Auroral Activiy - 10-17-2014 18:51:09 5354 4h28m6s 13 Aurora OK: Activity level is 2
Weather ‘
Carteret North  [] ING [10-17-2014 18:43:15 0dOh46mS7s 33 Weather Warning: Beach Hazards
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Current ;
locahost e = - 10-17-2014 18:49:08 0 Oh 46m 9s 114 OK - load average: 0.29, 0.49, 0.5¢
Current Users. 10-17-2014 18:51:02 1710d 15h 38m 24s 174 USERS OK - O users cunenwbg;:
HTTP - 10-17-201418:4825 101502hTmS8s 114 FITTR K HETRA S 20008 218
response time
PING [[OKEN] 10-17-2014 18:50:20 1710d 15h35m%s 14 PING OK - Packet loss = 0%, RTA
Root Partition ORI 10-17-2014 18:48:32 938d2h32m35s  1/4 DISK OK - free space: / 20300 MB.
SSH ORI 10-17-2014 18:46:38 17044 7h 35m 155 1/4 SSH OK - OpenSSH_4.3 (protocol.
Swap Usage ORI 10-17-2014 18:48:54 1710d 15n 33m 175 1/4 SWAP OK - 100% free (255 MB ov
Total Processes  [IOKIMMIIN 10-17-2014 18:50:49 1706 8h22m2s 14

AII Pmblems All Types

PROCS OK: 147 processes with S



Funguje dobre, ale neni to ono.

e Debian zakdazal pfedavani proménnych z bezpecnostnich dlivod(, nutna
vlastni kompilace a udrzovani v repozitafi.

e Nové NRPE vyzaduje SSL/TLS komunikaci, problémy s jejim nasazenim,
zUstdvdme na staré verzi.

e Potize s pouzitim za NATem (nagios server je NRPE klient), Ize obejit
samostatnym oblackem, pak ale potize s distribuci konfigurace a komunikaci
mezi nagios servery.
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Webovaé konfigurace pfinesla velky nar(st
sluzeb, zjednodusila pridavani a usnadnila

spravcim Upravy. NConf mél ale nékteré své S
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hOStY/S|UZby, » Contacts Show / Add @ hp-i-2605-ab 192.168.1.30 Defaut Nagios HP Printer /RS B
% COROIORTS I oW e @ hp-1-2605-sales 192.168.1.31 Defaut Nagios  HP Printer /RSB 0
A 211 H c ds  Show / Add
e dlouhé generovani konfigurace + deploy e o (@ possen 1511811 Deloutlagos  Rovter /RSB B
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Logout ] Q@ winserver-02 1112 Default Nagios Windows Server /7 R @ Ll
@ z-node-01 10.10.1.8 Defaut Nagios Linux 7/ RSB A
@ z-node-02 10.10.1.9 Defaut Nagios Linux /RSB 0



NagVis

Asi nejtajemngjsi cast monitoringu,

pfitom se ji prezentujeme ven.

e Nasazeno v ramci jednoho

projektu. ponst_
e Dokumentace nenalezena.
e Nikdo tomu nerozumi. Lo,
e Nikdo nevi jak se tam dostat ons

natoz néco upravit.
e Neudrzovana konfigurace.

e Pouziva se check_multi => dalsi
zpozdeéni nez se zmeéna projevi.



Nagiosgraph & RRD

Nevyhody prevaznée vychazeji z formatu RRD a defaultniho nastaveni ulozeni
performance dat:

vykreslovani grafll je pomalé

pfi zmeéné parametrl RRD je lepSi stard data smazat

nelze jednoduse vyuzit data pro jiné nastroje (vhodné jen k vykresleni grafl)
data nelze snadno zpracovavat a vyuzit k dalSi analyze (vytvaret dotazy)
nagiosgraph se prakticky jiz nevyviji

historie dat jen 1 rok

velka agregace starsich dat



Co pozadujeme

Integrovany nastroj pro konfiguraci monitoringu skrze webové rozhrani
Distribuce konfigurace monitoringu soucasti komunikacniho protokolu
Integrace nahrady za NRPE/NCSA

LepsSi grafy a prace s performance daty

Vyuzit soucasné vlastni pluginy

Autentizace a autorizace vCetné mobilni aplikace

Vizualizace dat

API (nejlépe REST s JSON formatem) pro Cteni i zapis konfigurace/stavu



Co roste na internetu?

Je toho spoustu, mezi nejvetsi kandidaty patrili

e Zabbix,
e |cinga2a
e Centreon.

Vybrali jsme Icinga2 s modulem Director. Libil se ndam zkratka nejvice a byl ze vsech
nejvice rozjety. Problémy pfi implementaci jsme Cekali u kazdého feseniais
Icingou se jich par naslo. Pro grafy jsme vybrali nastroj Grafana s InfluxDB.


https://en.wikipedia.org/wiki/Comparison_of_network_monitoring_systems

Nagios -> Icinga 2 + Icinga Web 2

stara staticka konfigurace zahozena, pouze zdroj nastaveni sond
vSe nutno vymyslet znova (napred se naucit moznosti)

moderni webové prostredi

modularni reseni

zachovana kompatibilita s Nagios pluginy vCetné performance dat
autentizace (pouzivame SSO s REMOTE_USER)

autorizace na zakladé loginu a LDAP skupin
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NRPE, NGSA -> Icinga 2

e komunikace soucasti protokolu Icingy (konfigurace, parametry, spousténi)
e stacijeden port (zjednoduseni firewall()
® spojeni server-agent Ize navazat z obou stran, zalezi na konfiguraci



Nconf -> Icinga 2 / Director

vvvvvv

cokoliv jde automatizovat nebo vyuzit API, pak to vyuzij

pouzij skupin, reguldrnich vyraz(, hvézdi¢ckové notace

templaty se pouzivaji vzdy

parametry pro services maji nejvyssi prioritu, prebiji hodnoty hosta
historie zmeén

moznost vratit konfiguraci zpét (ne vzdy funguje)

snadné pouziti zonovani

ne vse je Uplné pruhledné, napt. je tfeba zalozit promé&nnou nez ji pouziji



Overview

XicinGA .

Define whatever you want to be monitored

Activity Log ~ Deployments  [NGUESURSIES

Manage your Icinga Infrastructure

508 * 2 This is where you manage your Icinga 2 infrastructure. When adding a new lcinga Master or Satellite please re-run the
Host objects o Monitored Services Commands et Tk
per once.
Dashboard Q. 1693 objects have been 44 297 objects have been 293 objects have been
: defined;36,0f themare Hefinad;118.0f them ace definied, 2:of them;are When you feel the desire to manually create Zone or Endpoint objects please rethink this twice. Doing so is mostly the wrong
@ Probleme; 36 templates, 47 related templates, 39 related templates, 210 have way, might lead to a dead end, requiring quite some effort to clean up the whole mess afterwards.
group objects have been group objects have been been extemally defined
# Overvi created created and will not be deployed
Kickstart Wizard G Icinga Api users . Endpoints
i = This synchronizes Icinga One extemal object has 3 objects have been
usiness Process
= z — Director to your Icinga 2 been defined, it will not defined, 1 have been
‘-I-i o?e" de”C 07 infrastructure. A new run be deployed, 1 have externally defined and
i ject dependency
& Icinga Director sz :V"C;”b‘ ; should be triggered on been externally defined will not be deployed
: onahips. 3.0 Je‘c 5' infrastructure changes and will not be deployed
ave been defined, 1 of
them are templates
omma jects have been
2 defined, 3 have been
Get alerts when something goes wrong
extemnally defined and
Horia » . will not be deployed
1:} Notifications Users / Contacts Timeperiods
: ) Schedule your 108 objects have been 8 objects have be
notifications. Define who defined, 9 of them are defined
Denjoyments should be nofied, templates, 73 related
when, and for which group objects have been
9 History kind of problem created
@ Maps
Automate all tasks
& Documentation

@ mport data sources r Synchronize Jobs
o System === Define and manage -

—] Define how imported Schedule and automate
mports from various data should be Import, Syncronization.
7 Nilion data sources synchronized with Icinga Config Deployment,

Housekeeping and more

Deploy configuration to your Icinga nodes

Q Activity Log Config Deployment . Icinga Infrastructure
Wondering about what Atotal of 1 config Manage your Icinga 2
changed why? Track changes happened infrastructure: Masters,
your changes! since your last deployed Zones, Satellites and
config has been more
rendered

Icinga Director Configuration

Cf Director Settings ‘ Configuration Baskets Self Service AP

Tweak some global Preserve specific Icinga Director offers a
Director settings configuration objects in Self Service API,
a specific state allowing new Icinga

nodes to register
themselves

Do more with custom data



Service Preview History (a3

ICINGA

dhcp

Iy Clone
shboard ¥ Main properties

© Problems

dhcp

Name for the Icinga service you are going to create

dhep

- add more -

None

No

~ Assign where

AND
% OR

+  hostvars.cf3_groups contains group_dhcpd
History +  hostvars.cf3_groups contains group_dhcp_kea
Maps - hostvars.dhcp_mac is true (or set)

& Documentation % AND

=+  hostname = volupta.zcu.cz
onfiguration -+ hostname = sip.voip.zcu.cz
S > hostname 1= Kknet.zero.zcu.cz

»  hostname 1= kolej-srv.zero.zou.ci

~ Custom properties

dhep_in

» Additional properties (5)




NagVis -> Icinga 2 / BusinessProcesses

Zakladni prehled

e zdrojovy soubor je textovy, Ize
upravovat rucné

Sit’

AFS Elektronicka Informacni Sitové sluzby
4 Chlldren posta systemy 5 Children

4 Children

e neumi (zatim) fungovat dle :eclhe::ny WebAuth
skupin, kazdy host/sluzba se m—
musi rucné pridat Hogac

et oy
P 2 Children 1 Children 6 Children 4 Children 1 Children
e vystup na obrazovky L

WWW.ZCU.cZ

(Chromecast vs. RPI)

Sit'ové sluzby

HelpDesk

DHCP DNS Kerberos LDAP Tisk
3 Children 10 Children 3 Chlldren 2 Children 3 Children




Host Service Services History v

upP L nag.zcu.cz
since Mar 21 147 4.65

oK

Service: load
Dashboard since Mar21 oo O3

Check now

] [ | 0 Probl < omment () Notification & Downfime
> roblems
;
i Overview Plugin Output

OK - load average: .30, 0.29, 0.29

Performance Graph

() ryChIe nasazené fe‘fr""C‘ES @ Minutes Hours Days
e velkd volnost pfi tvorbé prehledd
e integrace do webového rozhrani oo |

10:00 11:00

H s Proce:
lcingy e

cinga Director @ load15

e rychlé odezvy

Problem handling

Maps

Comm £ Add comment

locumentation

Downtirr

& Schedule downtime

Business Impact
Inspect
Modify

groups linux, nag

svamberg
Performance data

Label Value Warning Critical
load1 031 1.50 1.70
load5 029 1.30 1.50
load15 0.29 1.20 1.30

Notifications

£\ Send notification

Check execution

il e s 472 (hard ctatal)

Months
load
12:00
min
0.2350
0.2570
0.2500

load_zcu [ Process check result

Source nag.zcu.cz
Reachable yes @

heck 1m 8s ago £ Check now
Next check in 3m 50s ) Reschedule

Years
13:00 14:00
max avg
0.3200 0.2792
0.2860 0.2734
0.2960  0.2744

Special

15:00
current
0.3050
0.2860
0.2930

'



i icinga-host » < ZoomoOut » O Last6months

achlys.zcu.cz ¥

DISK USAGE

MEMORY
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RRD -> InfluxDB

e pouziva Influx Query Language (InfluxQL)
e jedna se o databazi pro ukladani casovych dat



Q % == icinga-host ~ . Back to dashboard € ZoomoOut » @ Last6months R;

achlys.zcu.cz *

MEMORY

Memory

- Used
Total

- Caches

Graph General Metrics Legend Display Alert Time range

Data Source default » Options » Help *» Query Inspector

default mem_zcu WHERE  hostname $hostr / AND  metric
SELECT field (value) mean () +
GROUP BY time ($ erval) fill (none) +
FORMAT AS Time series
Used
ECT mean("value") FROM "mem_zcu" WHERE ("hostname" =~ /A$hostname$/ AND "metric" = TOTAL') AND $timeFilter GROUP BY time($__interval) fill(none)

SELECT mean("value") FROM "mem_zcu” WHERE ("hostname" /A$hostname$/ AND "metric" = 'CACHES’) AND $timeFilter GROUP BY time($__interval) fill(none)

Add Query




|
Icinga2 / Maps (mapDatatype)
Modul pro zobrazovani zarizeni na mapeé. Data pro lokaci mame nastaveno:

e pres APl z evidence
zarizeni (rackmonkey) B _
se pfedvyplni mistnost, > A A

e rucnim zadanim
mistnosti (alias pro
GPS souradnici),

® rucnim zadanim GPS
souradnice nebo

e kliknutim do mapy v
modulu mapDatatype.

208838
2092000

@ mk-sw.mk.zcu.cz

‘‘‘‘‘ T e Services




Uzivatelé ovéreni svym vlastnim jménem a
heslem vc¢i GSSAPI modulu.
Apache ma nastavenu proxy na jednoho

uzivatele vUci Icinze, s oprdvnénim pro ¢teni.

V aplikaci si uzivatelé sami nastavuji vlastni
filtry na zaklade skupin.

o MRS 9 Q ¥ .4100%14:33

aNag 5) ~
All instances updated = @ ~/

INSTANCES

/CU

Last update: 2019-05-17 14:32:28
Host:0/0/0/0, Service:0/0/2/3/

PROBLEMS

ZCU > skylla.ntc.zcu.cz
DISK CRITICAL - free space: /mnt/data 0 MB (0%
inode=0%);

ZCU > stag-test.zcu.cz
DISK CRITICAL - free space: / 918 MB (4% inode=72%);

DISK WARNING - free space: / 4350 MB (8% inode=99%);

disk usage

ZCU > Im64.zcu.cz
DISK WARNING - free space: / 803 MB (8% inode=82%);

ZCU > akka10.civ.zcu.cz
ERROR: /usr/bin/mailq is not executable by (uid
109:gid(114 114))




[ preterences.
All Unhandled Problems

select all - unselect al - al problems - all with downtime. B~0ou
b [status information
PING CRITI

prose T st  fastohee ]
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select allhosts) - allprobiems.
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s Downtimes RiTGAL sdonsimsss s
il [ 0dsh 11m22s N UG A IR
® Scheduling Queue 'WARNING 87d21h0m 7s. R’ HT 1
CRITICAL 4d 11h 13m 558 ” CRITICAL. ol file or directory
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Thruk Y
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3 All Unhandled Problems
Home L she_frotend (. 500 or URL g
Documenation select all - unselect all - ai problems - all with downtime B ~50
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S HosektvO1 civacucz B = 142211 1348 19m 7 373 PING CRITICAL - Pocketloss = 100% (— I eposs
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Automatizace

Konfiguracni management

e CFE3 kontroluje nastaveni stroje v Icinze, pokud se néco zméni opravi to
e pokud stroj chybi zalozi jej, zalozeny stroj ale nerusi
e udrzuje aktudlni hodnotu proménnych (seznam certifikatu, diskd, ...) stroje

DNS

e sitové zafizeni (switche, routery, AP, ...) dle DNS, export do CSV
e CSV nacteno modulem Fileshipper (povoleno i ruseni stroje)

Uzivatelé zakladani automaticky dle LDAP skupin (dopliuje se email, jméno)



Perlicky

utf8: trochu boj spravné nastavit
pro zobrazovani Cestiny v
komentarich

Chromecast je nepouzitelny pro
servirovani obsahu z webu,
pouzito RPi

Pfesun monitoringu sitarl (Dude
od MikroTiku) do Icingy
Autentizace uzivatell pres SSO
(WebAuth), povoleni uzivatelé
generovani ze Uctl v Icinze




Demo & tutorial

https://icinga.com/demo

login / password: demo / demo

a nebo

Tutorial ve stfedu dopoledne

(instalace, konfigurace, monitorovani, diskuse)


https://icinga.com/demo
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